
E m e r gi n g S u r ve i l l a n c e  
Te c h n o l o gi e s

Global Strategic 
Partnerships in Digital 

Health to Fight Pandemics



R I Y A D H  G L O B A L  D I G I T A L  H E A L T H  S U M M I T

Digital  Epidemiology

Emerging 
Surveillance 
Technologies

2

R a e d  A l H a z m e
Executive Director
Information Technology
Ministry of National Guard 
Health Affairs 

Assistant Professor
King Saud Bin Abdulaziz
University for Health 
Sciences

Adjunct Assistant Professor
Nova Southeastern 
University

alhazmera@ngha.med.sa



R I Y A D H  G L O B A L  D I G I T A L  H E A L T H  S U M M I T

Modern Epidemiology

3

1854
Broad Street 
Cholera Outbreak
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Modern Epidemiology

John 
Snow
Epidemiologist
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Source: https://lookup.london/john-snow-water-pump/

Modern Epidemiology
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Precursor to Geographical 
Information Systems

Source: https://gisuser.com/2019/05/tableau-2019-2-introduces-new-mapping-capabilities/

20191854
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Verity of Digital Health Solutions

Web Applications Mobile Apps

Artificial Intelligence
BlockchainInternet of Things

Ultra-wide Bandwidth Communication
Bluetooth Low Energy Beacon

Business Intelligence
Smart Dust

Health PassportDigital Twin of the Person

Big Data
Radio Frequency IdentificationWearable Devices
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Emerging Technologies, 2020 
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Priorities Matrix for Emerging 
Technologies, 2020
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Key Emerging Technologies in the Fight 
against Pandemics

Ting, D.S.W., Carin, L., Dzau, V. et al. Digital technology and COVID-19. Nature Medicine 26, 459–461 (2020). 
https://doi.org/10.1038/s41591-020-0824-5
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Accelerated Disease Control –
National Active

National Passive

Sentinel

Surveillance Types

Source: WHO, https://www.who.int/immunization/monitoring_surveillance/burden/vpd/surveillance_type/en/
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Accelerated Disease Control –
National Active

Encourage individuals to 
maintain a safe distance 
from each other

Could also include 
contact tracing

Social Distancing Technologies

Platform:
• Mobile App
• Dedicated/generic 

wearable device
• Video analytics
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Effectiveness of Instant Contact Tracing

Luca Ferretti, Chris Wymant, Michelle Kendall, Lele Zhao, Anel 
Nurtay, Lucie Abeler-Dörner1, Michael Parker, David Bonsall1, 
Christophe Fraser, Quantifying SARS-CoV-2 transmission 
suggests epidemic control with digital contact tracing, 
Science, Vol 368, Issue 6491, 08 May 2020
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Wearable Devices

Radio Frequency (RF)

Affordable

Internet of Things (IoT)

Copyright ©LociLabs (https://www.locilabs.co.uk)
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Contact Tracing

Ideal in:

Internet of Things (IoT)

• Office Workspaces
• Hospitals
• Factories
• Shopping Malls
• Retail stores
• Conferences

Copyright ©LociLabs (https://www.locilabs.co.uk)
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Smart Watch

Pros:

Cons:

Internet of Things (IoT)

© Samsung

• Varity of sensors
• Effective 

Communication
• Practical

• Costly
• Standard device
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Amazon Distance Assistant

Internet of Things (IoT)

• Social Distancing 
(6’ apart)

• Contact Tracing
• Simple and affordable 

to deploy
• Deployed in a few Amazon 

warehouses, 
as a pilot test1

1 Source: https://blog.aboutamazon.com/operations/amazon-introduces-distance-assistant
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Internet of Things (IoT)

• Open Source
• Commodity Hardware
• Cameras and depth 

sensors
• Artificial Intelligence
• Robot Operating System 

(ROS) as the underlying 
framework for runtime, 
launch, and configuration

Amazon Distance Assistant
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Thermal Cameras

Internet of Things (IoT)

• Passive Surveillance
• Access Enforcement

37.1c

38.4c

36.9c
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Accelerated Disease Control –
National Active

Mobile App that controls 
access to public and private 
services

Health Index

Health Passport

Contact, travel, health 
record, and other data

Combination of UWB, 
Mobile App, Big Data 
and AI
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Named “Health Code”

First Launched in 
February 2020

Technology applied in all of 
China’s 23 provinces, as well 
as municipalities and 
autonomous regions1

China’s Experience

© 2020 Cable News Network. Turner Broadcasting System, Inc.

1 https://www.wired.co.uk/article/china-coronavirus-health-code-qr
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Very common in public and 
private places

Color coding1:

China’s Experience

People scanning a QR code on their phones while volunteers check their 
temperatures before entering a market in Kunming, in China’s southern 
Yunnan Province. Credit: Wong Campion/Reuters

1 https://www.gartner.com/document/3987951?ref=solrAll&refval=258217044

• Red, is confirmed Covid-19 
infection

• Yellow, should be in 
quarantine

• Green, means no restrictions
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Aarogya-Setu Mobile App

Open Source1, to mitigate 
privacy issues 

Travelers must be marked 
"safe" on the app for travel by 
rail and air2

India’s Experience

Reach challenge – only 35%  of cell 
phones are smart in India3

Source: https://www.firstpost.com/tech/news-analysis/aarogya-setu-indias-
contact-tracing-app-goes-open-source-8412191.html

1 Dhar, Tripti, Aarogya Setu - Carrying Your Privacy in Your Hands? (May 29, 2020). Available at 
SSRN: https://ssrn.com/abstract=3614506 or http://dx.doi.org/10.2139/ssrn.3614506
2 https://www.gartner.com/document/3987951?ref=solrAll&refval=258217044
3 Transactions of the Indian National Academy of Engineering (2020) 5:157–161 https://doi.org/10.1007/s41403-020-00109-7
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Passive Surveillance

Unstructured data

Big Data

Data Lake

Data Lake

10010110110101000010101111100101010101010
1100110101101000010101111100101010101010

1001011010101000010101111100101010101011
1001011010101000010101111100101010101010

1001011010101000010101111100101010101111

Healthcare 
Systems

Telecom 
Data

Internet of 
Things 

(IoT)

Social 
Media

Global, national, and 
local implementation 
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Started in 1997

Event-based multilingual 
early-warning system

Mostly utilized in Canada

Global Public Health Intelligence Network 

• Biological
• Chemical
• Radiological 
• Nuclear 

Source: https://www.who.int/docs/default-source/eios-gtm-2019-presentations/tanguay-phac---eios-gtm-2019.pdf?sfvrsn=8c758734_2

Collaboration project 
between Canada Public 
Health Agency and WHO
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Launched in 1994

International Society for 
Infectious Diseases

Teams are located 
across 32 countries

ProMED Mail

Identify unusual health 
events
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Developed by Boston 
Children's Hospital in 
2006

Aggregates data from:

HealthMap

• ProMED Mail
• WHO
• GeoSentinel
• EuroSurveillance
• Google News
• Baidu News
• SOSO Info
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Citizen Twin

Digital replica of 
the patient

Digital Twin of the Person (DToP)

101011010010101
1110110111010101
101011010010101

11101101
111001

101001

• Demographics
• Health
• Genetic 
• Financial
• Social

• Singapore experience
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Data-driven simulation

High-variability activities 

Powered by AI, IoT, 
Wearables and Big Data

Digital Twin of the Person (DToP)

Enables:
• Real-time actions
• Accurate forecasts 



R I Y A D H  G L O B A L  D I G I T A L  H E A L T H  S U M M I T 30

Emerging pandemics have 
small data

AI models require a 
lot of data

Small data technologies are 
in early development stage 

Small Data

Available in 5 to 10 years



R I Y A D H  G L O B A L  D I G I T A L  H E A L T H  S U M M I T 31

Practicality

Accuracy

IT Infrastructure

Challenges

User participation

Immature solutions

Privacy

Cost
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Consumers and Data 
Privacy Perceptions: 
Consumer Preferences 
& Behaviors on Data 
Sharing & Privacy 

University of 
Southern California 

Privacy Concerns

Source: University of Southern California (USC Dornsife); March 26 to April 11, 2019 
(https://s3.amazonaws.com/factual-content/marketing/downloads/Factual-Consumers-Data-Privacy-Perceptions-Report.pdf)

n = 1,002
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Any privacy impact to be minimized1

High standards of data security, 
protection and oversight would be 
in place1

There will be transparency about proposed 
and actual data uses1 

Mitigation of Ethical Issues: 
Inform and Engage

1 Parker MJ, Fraser C, Abeler-Dörner L, et al. J Med Ethics, 2020;46:427–431

Other layers of protection would also be 
implemented, i.e. non-discrimination1

Capture the findings not the identities 
from the Edge 
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Digitization

Data Integration

Data Sharing

Preparation for Future Pandemics

Investment in Emerging 
Technologies

• Global, National and 
Healthcare Systems

• Global and National

• Global and National

• Early Warning Solutions
• Real-time Alerts and Notifications
• Accurate Reports and Predictions 
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